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Chatting to friends on sites like
_umomwoox or MySpace

is really cool, but how much
information does your profile

give away about you?
's ON YOUR PROFILE?

FULL NAME

HOME ADDR

*.-l
« l
*

MOBILE NUMBER

PHOTOS OF YOU Et8 |
SCHOOL NAME [l |

WHERE YOU'RE GOING ON SATURDAY [Bil |

#

Imagine if someone wanted to
find you or learn stuff
about you to bully you. Would the
information on your profile make
this pretty easy? Your personal
information may be

more public than

you think ...

SET YOUR PRIVACY SETTINGS TO 'PRIVATE' so only
people you accept as friends can view your profile.

Only upload photos you'd be happy to show a stranger,

your mum or a future employer; YOU NEVER KNOW
WHERE IT MAY END UP.

THINK ABOUT WHETHER YOU'RE GIVING SOMEONE

‘CLUES’ to finding you, before your write stuff on
your profile.
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CYBERBULLYING

Some people use
technology to bully

others. This is not right and _
ou do not have to put up with it.

If «.oc are aware that someone

is being cyberbullied, it is

your duty to report it.

IF YOU AR

4/ SAVE any abusive texts, emails or other evidence.

20 DO NOT RESPOND TO OR CONFRONT THE BULLY;
i they get a reaction from you it may encourage them.

V/‘_\ AME..PZ)DCFA<DC4—»CM#D:1¢=N<E=__uomw__m»c
" help make it stop.
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WHO
canr TELL

If something is happening online
that makes you feel weird .
or uncomfortable, Eo..ﬂm_._w people
you can tell that Can help.

visIT

for lots of information and advice about how
to protect yourself and

where to go for help

with different issues.

You can click on the

to get in contact with specialists at
CEOP who can help you.

CEOP REPORT

ceop.police.uk
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SOCIAL MEDIA

Most children have a social media account
whether it be Facebook, Instagram, Twitter etc.
and it is important that they know how to use
social media safely.

Explain to your child that being online doesn’t
provide anonymity and to avoid doing anything
online that they wouldn’t do face-to-face. Think
would you want your parents, Grandparent or
other family to see this?

Sharing of information, photos, videos etc. which
may have inappropriate content may constitute a
criminal offence. To find out more visit:
www.nspcc.org.uk/preventingabuse/
child-abuse-and-neglect/online-abuse/

LOCATION, LOCATION, LOCATION

Ensure ad tracking, location services and geo
tagging are all turned off and limit the information
that apps can obtain and what apps can be
downloaded. Ensure you have changed the
default WiFi router password to prevent an attack
on your home network. All passwords should be at
least 8 characters and include upper and lower

case, numbers and a special character such as
%ol or @.

THINK LINKS

Most links on the internet are genuine and safe,
but there are some links which once clicked on
can infect your device with a virus. The links can
be for videos, bank accounts, photos etc.

If a website is secure it will start with hitps:// oy
have a padlock in the tool bar. Hover the pointer

over the link before clicking to see where the link
directs to.

m - & e m
@ hteps:/ fwww. |

Clicking on images/email attachments etc. can
download viruses to your computer/device which
can infect other computers/devices using your
Wi-Fi. For example your parents computers or a
family members tablet as well as your own
devices.

USEFUL LINKS

Get Safe Online:
www.getsafeonline.org/safeguardingchildren

The Child Expioitation and
Online Protection Centre (CEOP):
www.ceop.police.uk

To report a crime to GET
Action Fraud:

03001 232 040
www.actionfraud.police.uk ONLINE

,oqn

NWG is a charity that
co-ordinates a large network of
practitioners working to tackie
child sexual expioitation (CSE)
and trafficking:
www.nwgnetwork.org

NSPCC®
HELPLINE

0808 800 5000
help@nspec.org,uk

To report a crime to the
Police contact:

In an emergency: 999
Non emergency: 101

(ChildLine)
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SAFETY ONLINE:

o

A QS_.Qm for Parents,
Carers and Teachers
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